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1. Open start = Search for PowerShell ISE - run it as administrator

Search
Everywhere

powerShell ISE

ﬁ Open in new wi

i Run as administrator
E
Open file location

Administrator: Windows PowerShell ISE (x86)
ew Tools Debug Add-ons Help

o » i § 4 o
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2. Go to file > open - navigate to ADFSToolkit Folder (C:\ADFSToolkit\1.0.0.0) = open
“sync-ADFSTkAggregates”

ile Edit View Tools Debug Add-ons Help

I ADFSToollat » 1.0.0.0

Organize *  New folder

Favorites
B Desitop cache
# Downloads config

| Recent places l & sync-ADFSTkAggregates I

1 This PC
i Desktop
Documents
& Downloads
B Music
& Pictures
& Videos

is Local Disk (C:)

€ Network

File name v| |PowerShell Files(.ps1, "psm1, v

Ceoncel
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3. Copy the code of the “SAML END PION.txt” and paste it after the line number 13

Import-ADFSTkMetadata -ProcesswholeMetadata -ForceUpdate -ConfigFile
'c:\ADFSToo1kit\1.0.0.0\config\config.omrenfed.xml'

- - e e s s e R
‘ile Edit View Tools Debug Add-ons Help
H & o » r B = |8 Bo0 &

sync-ADFSTkAggregates.ps1 X I

#2DFSToolkit: : 08/24/2018 17

1.0.0.0

001KkiT\1.0.0.0\cache -include
#Remove-Item -path ¢:\ADFST001KiT\1.0.0.0\cache\omrenfed-metadata.cached -include =. xml
#end modification
d-get-module -ListAvailable adfstoolkit; Import-module $md

2 ImportT-ADFSTkMetradata -Processwholemetradata -Forceupdate -Configrile 'c:\ADFSToolkiT\1.0.0.0\config\config.omrenfed. xml’|

-

#updated by: #ADFSToolkit: : 08/24/2018 17:01:06
Import-ADFSTkMetadata -Processwholemetadata -Forceupdate -ConfigFile °c:\ADFSToolkit\1.0.0.0\config\config.OMREN-Interfed. xm]"
#Updated by: #ADFSToolkit: : 11/12/2018 11:01:54

PS C:\Users\Administrator>
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4. Add your domain here instead of OMREN domain. It should be https://YOUR ADFS
DOMAIN/adfs/Is/?wa=wsignoutl.0 as it shown in the screenshot (in blue box).

5. Make sure the SP prefix in the TargetName value the same as the local xml file name. As
it shown in the screenshot (in red box)

Untitled1.ps1 | sync-ADFSTkAggregatespsi X

1

2 #ADFSToolkit: : 08/24/2018 17:01:06
3
4 ScurrentLiveversion 1.0.0.0
5

#added by warda 21 oct 2018

Remove-Item -path c:\ADFSToolkit\1.0.0.0\cache\* -include *.xml

8  #Remove-Item -path c:\ADFSToolkit\1.0.0.0\cache\omrenfed-metadata.cached -include *.xml
9  #end modification

10

11 Smd-get-module -Listavailable adfstoolkit; Import-module Smd

12

13 Import-ADFSTkMetadata -ProcesswholeMetadata -Forceupdate -ConfigFile 'c:\ADFSTuu'lkft\l.O.O.O\CUHﬁ'g\:BnFigm'\'
14

15 #add sAaML EndPoints for OMREN SPs

16 #mirsal.omren.om

17 $EPO = New-aAdfssamlendpoint -Binding "POST" -Index 0 -pProtocol smLAssertwonconsumer =uri ht(ps //mirsal .omren.om/simplesam]/module.php/saml/sp/saml2-acs.php/default-sp”

18 32 - New-adfssamlendpoint -8inding Arnfa(! -Index 2 -Protocol "SAMLAsser, s cli “https://mirsal.omren.om/simplesaml/module.php/saml/sp/sam]2-acs.php/default-sp”

19 $eP - New-adfssamlEndpoint -ginding " =gcafocol "saMLLogout” -uri “htrps| 7 /adts .omren omJadfs/ 15/ 7wasws gnoutl. 0"
20 ser-adfsrelyingpPartyTrust -Targetwamz mwrsa‘\ omren.om” -samlEndpoin! O, SEPZ. ¥

23 #sp.omren.om
24 SEPO - New-AdfssamlEndpoint -Binding "POST* -Index O -Protocol “SaMLAssertionConsumer” “https://sp.omren.om/simplesam]/module .php/sam]/sp/sam] 2-acs . php/OMREN-Federation”

25 $eP2 - Mew-adfssamlEndpoint -sinding Art1fac( -Index 2 -Protocol "SAMLAssertigncgn “https://sp.omren.om/simplesam /module .php/sam /sp/sam]2-acs.. php/OMREN-Federaton
26 $EP = New-adfssamlEndpoint -Binding " - arocol “samiLogout” -uri “https ¥/ /adfs.omren.om/ydfs/1s/?wa=wsignoutl.0”

2 set-AdfsrelyingPartyTrust —Targemame sp omren.om” -SamlEndpoint $EFT P "

29  #updated by: #aDFSToolkit: : 08/24/2018 17:01:06
31 Import-ADFsTkmetadata -Processwholemetadata -rorceupdate -configrile 'c:\ADFsToolkit\1.0.0.0\config\config.oMREN-Interfed.xml"
32

33 #updated by: #ADFsToolkit: : 11/12/2018 11:01:54
34
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6. Save the file

g
Edit Tools

= &

sync-ADFSTkAggregatesps1 X I

‘ile Debug Add-ons Help

o x> 0 i R |

#ADFSToolkit: : 08/24/2018 1
tLiveversion = 1.0.0.0
#added by warda 21 Oct 20
Remove-Item -path c:\ADFSToolkit\1.0.0.0\cache\* -include *.xml
8 #Memove-Item -path c:\ADFSToolkit\l 0.0\cache\omrenfed-metadata. cached -include

3 #end modification

i=get-module -ListAvailable it; Import-module $

Import-ADFSTkMetadata -Processwholemetadata -Forceupdate -Configrile

AUMIMISUALorn vwinaows FOWersnei 1>c

Bloo|l & om

=, xm1

m

:\ADFSToolkit\1.0.0.0\config\config.omrenfed. xml"

1 #add EndPoints for OMREN SPs

#mirsal.omren.om

SAML

New-AdfsSamlEndpoint -Binding “POST" -Index 0 -Protocol “SAMLAssertionConsumer™ “https://mirsal.omren.om/simplesam] /module.php/saml/sp/saml2-acs. php/default-sp”
18 New-AdfssamlEndpoint -Binding “"Artifact” -Index 2 -Protocol "SAMLASSertionConsume: =uri “https://mirsal.omren.om/simplesam]/modul e. php/saml/sp/saml2-acs.php/default-sp”
9 New-AdfsSamlEndpoint -Binding “POST" -Protocol “SaMLLogout™ -uri “https://adfs.omren.om/adfs/1s/7wa=wsignoutl.o

Set-AdfsRelyingPartyTrust -TargetName “omrenfed:mirsal.omren.om

ren.om

2 New-AdfsSamlEndpoint -Binding "POST" -Index 0 -Protocol
New-AdfssamlEndpoint -Binding "Artifact” -Index 2z -Protocol
w-AdfsSam dpoint -Binding "POST™ -Protocol "SaMLLogout" -uri

SEP = Ne
Set-AdfsrelyingPar

-SamlEndpoint

"SAMLAssertionConsumer” -Uri “https:/

TyTrust -TargetName "omrenfed:sp.omren.om” -SamlEndpoint

sp.omren.om/simplesaml/module. php/saml/sp/saml2-acs. php/OMREN-Federation”
"SAMLASSertionConsumer™ -Uri “https://sp.omren.om/simplesam]/module. php/saml/sp/saml2-acs. php/OMREN-Federation™

adfs.omren, om/adfs/1s/?wa=wsignout1.0’
SEP2. SER|

29 #updated by: #ADFSToolKit: : 08/24/2018 1 6

Import-ADFSTkmetadata -Processwholemetadata -Forceupdate -Configrile

11/12/2018

#Updated by: #ADFSToolkit:

Administrator>

*c:\ADFSToolkit\1.0.0.0\config\config.OMREN-Interfed. xml "
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7. Update the entities by clicking on Run Script

ile Edit View Tools Debug Add-ons Help
H& ©0Ox» o™ > W = 8 oo m

DFSTkAggregatesps1 X ]

#ADFSToolkit: : 08/24/2018 17:01:06

$CurrentLiveversion = 1.0.0.0

#added by warda 21 Oct 2018

Remove-Item -path c:\ADFSToolkit\1.0.0.0\cache\* -include =.xml

#Remove-Tten -path c:\ADFSToOTKIT\1.0.0.0\cache\onrenfed-metadata. cached -include =.xml
#end modification

smd-get-module -ListAvailable adfstoolkit; Import-module Smd

Import-ADFS’ Pr For =~ConfigFile 'c:\ADFSToolkit\1.0.0.0\config\config.omrenfed, xm1"

#Add SAML EndPoints for OMREN SPs

#mirsal.omren.

SEPO = New-AdfsSamlEndpoint -Binding "POST" -Index 0 -Protocol "SAMLAssertionConsumer” -Uri “https://mirsal.omren.om/simplesaml/module.php/saml/sp/saml2-acs.php/default-sp™
SEPZ = New-ATSSamlEndpoint -Binding “ArTifact” -Index 2 -Protocol “SAMLASSertionConsumer™ -uri “NTTps://mirsal.omren,om/simplesam]/module.php/5am/sp/saml2-acs. php/default-sp*
SEP = New-AdfsSamlEndpoint -Binding “POST" -Protocol “SaMLLogout" -uri “https://adfs.omren.om/adfs/15/?wa=wsignoutl.o”

Set-AdfsRelyingPartyTrust -TargetName "omrenfed:mirsal.omren.om” -SamlEndpoint $EPO,SEP2, SEP

#5

SEPO N&-Adfssmlindpomt -ginding “POST" -Index 0 -Protocol “SAMLAssertionConsumer” -uri "hl::ns ,"/sp omren., om/simplesan] /modul e. php/saml/sp/5am2-acs. php/OMREN-Federation™
SEPZ = New-AdfssamlEndpoint -Binding “Artifact" -Index 2 -Protocol ” smusseﬂ:\onconsmer =uri ps://5p. omren. om/5implesam) /modul e, php/saml /sp/sam]2-acs. php/OMREN-Federation™
SEP = New-AdfsSamlEndpoint -Binding "POST" -Protocol “SAMLLogout™ -Uri “https://adfs.omren. wmfsﬂs/'-’wnwﬂgnout:l.u

Set-AdfsaelyingPartyTrust -Targetname “omrenfed:sp.omren.om™ -SamlEndpoint sEPo $EPZ,SEF|

#Updated by: #ADFSTooTkit: : 08/24/2018 17:01:06

Import-ADFSTKkMetadata -ProcesswholeMetadata -ForceUpdate -ConfigFile 'c:\ADFSToolkit\1.0.0.0\config\config.OMREN-Interfed. xml"®

#updated by: #ADFSToolkit: : 11/12/2018 11:01:54
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8. To make sure the endPoints have been added correctly. Refresh the Relying Party Trusts
and Double Click on mirsal.omren.om or sp.omren.om. Click on EndPoints. You must

see the 3 endpoints there.

® Avao

i File Action View Window Help

dl
] ADFS
b [ Service
4 ] Trust Relationships
) Claims Provider Trusts

Display Name  ~

omrenfed mirsal. omren om

Relying Party Trusts
Enabled

[t

- -//mirsal omren om/simplesaml/module php/saml/sp/metadata php/d.
__ Relying Party Trusts S omren om 7% omren om, > -
7 Attribute Stores omrenfed:www masader.om https://www masader. hp/saml/sp/metadata php.
b =] Authentication Policies omrenfed www shuaa.om hitps://www.shuaa om/shibboleth

d Monitoring
Organization

| ffoundry net/csu_san_bemadino/sami/sp

A o ol

e Yo o | o A | [0 by ey i

H | Speciythe endpoints to use for SAML and WS-FederationPassive protocols. fifoundry net/duke_university/saml/sp
OMRE | o ffoundry ami/sp
omre | JURC index  Bndng  Defat  Re] | M toundyneti y/sani/ep
OMRI SAML Assertion Consumer Endpoints foundry netAoyola. uiversty. mesylend. sencions/sem/ep)
OMRI hitps://mirsal omren.om/simpl... 0 POST No ffoundry net/loyola_universty_maryland/saml/sp
OMRY hitps://mirsal. omren.om/simpl... 2 Adtifact No fifoundry net/csu_san_bemardino/saml/sp
OMRE | 1 SaML Logout Endpoints oundy nethsh feaklp o
g:: https://adfs omren.om/adfs/ls POST Mo -"":"”' ey
OMRH ffoundry net/uc_irvine_athletics/saml/sp
OMRY fifoundry net/universty_at_buffalo/saml/sp
OMRH ffoundry net/arizona_state_universty/saml/sp
OMRE A o _calfomia_d i
OMRE. . php/saml/sp/meta
OMRE php/saml/sp/meta
omrell | | (] & < Fotocobuiderro ke i At
OMRY b php/saml
oMR| | [ Add SAML. e php/sam/sp/meta
OMRg - Idsense eu/shibboleth/openid
oMRa| | [ Add WS-Federation... Remove Ed —— akad:

A, oMRY I aai swich.ch

| |[outrnpee

P P B S R o e Lo

Add Relying Party Trust...
Add Non-Claims-Aware Relying...
View »
New Window from Here

[ Help

Update from Federation Metada...

Edit Claim Rules...
Disable
Properties

K Delete

H Hep
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