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How to Import & Replace Certificate for
ADFS



How to Import the certificate to the server:

1- Open Start menu "Run” type “mmc”.




Type the name of a program, folder, document, or
Internet resource, and Windows will open it for you.

Qpen: mmc v

OK Cancel Browse...

@ File Action View Favorites Window Help

CEEEN G

|| Console Raot | Name

There are no items to show in this view.
More Actions




2- Click File Add/Remove Snap-in.

File | Action View Favorites Window Help
New Ctri+N

Open... Ctrl+0
Save Ctrl+S
Save As...

| Add/Remove Snap-in... Ctri+M
Options...
1 Microsoft.IdentityServer
2 taskschd
3dsa
4 domain
Exit

WK 3

There are no items to show in this view.

More Actions

Enables you to add snap-ins to or remove them from the snap-in console.



Search for “Certificates” in the Available snap-ins list a click “Add”.

= Console1 - [Console Root]
@ File Action View Favorites Window Help

e [m = B[F

1 Console Root

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled,
Available snap-ins: Selected snap-ins:
Snap-n Vendor [ console Root
SmActive Directory Do...  Microsoft Cor...
T Active Directory Rig... Microsoft Cor... | Remove
[l Active Directory Site... Microsoft Cor...
] Active Directory Use... Microsoft Cor...
=" ActiveX Control Microsoft Cor... e
%AD FS Management Microsoft Cor... Move Down
Microsoft Cor... -
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
. Migosoft Cor...
Microsoft Cor...
Microsoft and.

Moosofi Cr..

Move Up

The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

[oc [ el |




4- Select “Computer Account” and click “Next”.

@ Console1 - [Console Root] = ||=]]] &3
@ File Action View Favorites Window Help eI
es/m s .
| Console Root 5
[ nap-ns. For dleRoot &
This snap-in will always manage certficates for: ore Actions »
account
e
O Service account
(®) Computer account Remove
Move Up
Move Down
a computer,




5-  Select “Local Computer” a click “Finish” a close the window.

ﬂ Console1 - [Console Root] -8 x
i File Action View Favorites Window Help NEIE
LY

} ] Console Root 5
| foobe.For deRoot &
Select the computer you want this snap-in to manage. ore Actions »
This snap-n will always manage:
® Local computer: {the computer this console is running on)
Remove
O Another computer: Browse...
[] Allow the selected computer to be changed when launching from the command line. This Move Up
only applies i you save the console.
Move Down
a computer.




6- Go to Personal certificates a Right-click on the certificate select “ALL
TASKS” select “Import™.

@ Console1 - [Console Root\Certificates (Local Computer)\Personal\Certificates] I
@@ File Action View Favorites Window Help 1= I &%
= HE

| Console Root Issued To - Issued By Expiration Date  Intended Purpo|| Actions

4 5} Certificates (Local Computer) || Z]*.omren.om TERENA SSL CA 3 3/3172021 Server Authenti| | o0 e s i
4 [ Personal IDigiCert Assured ID Root CA DigiCert Assured ID Root CA 11/10/2031 <All> .

| Certificates %) eduroam.omren.om TERENA SSL CA 3 4/13/2021 Server Authenti B e g

b [ Trusted Root Certification || 2] oMRENOFFICE Microsoft PolicyKeyService Certifi... 6/25/2021 Client Authentil
b [ Enterprise Trust #;] OMRENOFFICE Microsoft PolicyKeyService Certifi... 9/26/2020 Client Authentis
> Intermediate.Certifi(ation || €3] OMRENOFFICE Microsoft PolicyKeyService Certifi... 7/12/2020 Client Authentis
b [ Trusted Publishers %] OMRENOFFICE Microsoft PolicyKeyService Certifi... 4/26/2020 Client Authentis
‘; - ;’:::i:‘i:;::;‘g:’;mm %] OMRENOFFICE Microsoft PolicyKeyService Certifi... 5/12/2021 Client Authentis
b j Trusted People || %3] OMRENOFFICE Microsoft PolicyKeyService Certifi... 12/30/2021 Client Authentic
» [ Client Authentication lssud| ¥ TERENASSLCA 3 DigiCert Assured ID Root CA 11/18/2024 <All>
p | AdfsTrustedDevices
p [ Remote Desktop
p | Certificate Enroliment Reqli
p | Smart Card Trusted Roots
p | Trusted Devices
p [ Web Hosting

< m > < m >

Console1 - [Console Root\Certificates (Local Computer)\Personal\Certificates]
’i File Action View Favorites Window Help !uu
a9 im0 & BHm
| Console Root Issued To - Issued By Expiration Date  Intended Purpo| | Actions
4 [g) Certificates (Local Computer) gl*.omren.om TERENASSLCA 3 3/31/2021 Server Authenti Certificates -
4 [ Personal L4 DigiCert Assured ID Root CA DigiCert Assured ID Root CA 11/10/2031 <All> y : ,
R — TERENA SSL CA 3 4/13/2021 Server Authenti ore Actions
Request New Certificate... All Tasks » ) . - X R
Microsoft PolicyKeyService Certifi... 6/25/2021 Client Authentiy
. Import... View o Microsoft PolicyKeyService Ce 9/26/2020 Client Authentiy
Advanced Operations 1> New Window from Here Microsoft PolicyKeyService Certifi..  7/12/2020 Client Authentiy
" Un—t;:s;:d-(; New Taskpad View... Micro;m‘t PallcyKeyService Cel 4/26/2020 Clﬁent Authent?-
! Third-Party Microsoft PolicyKeyService Certif 5/12/2021 Client Authentiy
. Trusted Peo Refresh Microsoft PolicyKeyService Certifi.. 12/30/2021 Client Authentis
] Client Auth Export List... DigiCert Assured ID Root CA 11/18/2024 <All>
| AdfsTrusted Help
| Remote Desktop

Certificate Enroliment Req)|
1 Smart Card Trusted Roots
| Trusted Devices
| Web Hosting

L A




7- Follow the certificate import wizard to import certificate.

@ Console1 - [Console Root\Certificates (Local Computer)\Personal\Certificates] Hﬂn

@ File Action View Favorites Wi - [&]x]

e 2@ o/cz B

] Console Root [ Actions

4 [3) Certificates (Local Computer) i | " E I.' B e
4 | Personal
(] Certificates - More Actions »
b = Trusted Root Certification || ¢ Welcome to the Certificate Import Wizard
b [l Enterprise Trust
b . Intermediate Certification /| e 4 s e, o certen
= = wizard helps you copy cer tes, certificate trust lists, certificate revocation
b i Trsted pUbI'st'm » lists from your disk to a certificate store.
b | Untrusted Certificates
2 Third-P s

b ‘_j WhiedPesty oot Certiicat A certificate, which is issued by a certification authority, is a confirmation of your identity
b [ Trusted People . and contains information used to protect data or to establish secure network
p (1 Client Authentication Issue connections. A certificate store is the system area where certificates are kept.
p - AdfsTrustedDevices
p 1 Remote Desktop Store Location
p [ Certificate Enrollment Req Current User

b ] Smart Card Trusted Roots
b | Trusted Devices
p 2] Web Hosting

®) Local Machine

To continue, dick Next.




How to enable a New Certificate on a Server:

1- Open the Start menu a click Administrative Tools then Internet Information
Services (11S)

Search Tools
View  Search v
fch Results in Administrative Tools » ~ & || nformation Services (IIS) Manager{ x|
slow because the index is not running. *

s Internet Information Services (I1S) Manager Date modified: 8/22/2013 10:50 AM
LCHF CA\Pr \Microsoft\Wind t Menu\Pro... Type: Shorteut Size: 1.10 KB

” ' » OMRENOFFICE » Sites » Default Web Site » ﬁ e'

File View Help

e Default Web Site Home

- xplore
Q- |Z |8 4 Expl
@5 Start Page ) B Edit Permissions...
4 95 OMRENOFFICE (OMRENO\Aisha) G B Son e show Al Grovpl) Ares | e
2} Application Pools s . Bindings.
4 %) Sites 3 y — - ey . indings...
& Default Web Site QL ‘a ] &) 43 = = & [E Basic Settings..
Authentic... Compression Default  Directory  ErorPages  Handler  HTTP HTTP  logging MIMETypes  Modules View Applications
Document  Browsing Mappings  Redirect  Respon... View Ve

*& = & Manage Website A

Qutput Request  SSL Settings & Restart
Caching  Filtering b Stan
Management ~ B Siop
Browse Website
- [8] Browse “:80 (http)
Configurat... rg) Browse adfs.omren.om on
Editor *:443 (https)

Advanced Settings...
Configure

Limits...

@ Help

[ Features View |15 Content View

IE




2- click the server name Expand the sites folder choose “default Web site” then
click “Bindings”

& » OMRENOFFICE » Sites » Default Web Site »

File View Help

I Q Default Web Site Home

B Explore
-5 Start Page ; = Edit Permissions...
495 OMRENOFFICE (OMRENO\Aisha) i v ¥ Go - (G Show Al | Groupby: Ares B s
[} Application Pools 1is ~
- - , 5
[ @ Defautt web site & "3 e 5 " (43 i E | Basic Settings..
Authentic.. Compression Default  Directory  ErorPages  Handler HTTP HTTP Logging  MIME Types  Modules View Applications
Document  Browsing Mappings  Redirect  Respon... Vi S
3 3 & Manage Website ~
Output Request  SSL Settings 2 Restart
Caching  Filtering »
Management P | Stop
= Browse Website
=] [8] Browse ":80 (http)
Configurat... = Browse adfs.omren.om on
Editor *:443 (https)
Advanced Settings...
Configure
Limits...
@ Hep

Features View ||~ Content View




3- click “Add”.

Type
http
https

Host Name

adfs.omren.om

Port
80
443

IP Address

-*

*

Binding Informa...

Remove

Browse




4- choose “https” from the type drop-down, Set the IP address in the IP address
filed. Set the port to “443” Enter Host name in the host name filed Enter the
recently imported certificate in the SSL Certificate field Click “OK”,

I} + ] H | %] H Do + D
Site Bindings M
Type Add Site Binding :l
::p Type: |P address: Port:
s
L [heps v| (BB ][]
Host name:

|ad5.or‘r‘|ren.om |

[] Require Server Name Indication

S5L certificate:
|*.nmren.om V| ‘ Select... | | View... |

| 0K | ‘ Cancel |

it is recommended to restart I1S or the server to recognize the new :Comment
certificate



How to Replace the certificate to ADFS:

1- Open Server Manager, Tools -> ADFS Management

Server Manager * Dashboard

Dashboard

i Local Server
& All Servers
AD DS
ADFS

DNS

WELCOME TO SERVER MANAGER

o Con

File and Storage Services P

1S

LEARN MORE

ROLES AND SERVER GROUPS

Roles: 6 Server groups Servers tof

@1 F

Active Directory Administrative Center

Manage Tools View

Active Directory Domains and Trusts

Active Directory Module for Windows PowerShell
Active Directory Rights Management Services
Active Directory Sites and Services

Active Directory Users and Computers

AD FS Management

ADSI Edit

Component Services

Computer Management
Defragment and Optimize Drives
DNS

Event Viewer

Group Policy Management
Health Registration Authority
Internet Information Services (1IS) Manager
iSCSI Initiator

Local Security Policy

Microsoft Azure Services
Network Policy Server

ODBC Data Sources (32-bit)
ODBC Data Sources (64-bit)
Performance Monitor

Resource Monitor

Help




2- In the ADFS Management Console, expand Service item within the left
panel and click Certificates.

G File Action View Window Help

«=| z(E B

TS

PR ZME;:po'ms Subject Issuer Effective Date  Expiration Date ~ Status  Primary

i _—

S Certificates Service communications ‘Add Token-Signing Certficate..

5 . -~ [EICN="omren.om, O=Oman .. CN=TERENASSLCA3,.. 3/28/2019 373172021 X .

[ Claim Descriptions Add Token-Decrypting Certificate...
b ) Trust Relationships Token-decrypting

b ) Authentication Policies [EICN=ADFS Encryption - adfs.. CN=ADFS Encryption -ad... 5/2/2019 5/1/2020

[EICN=ADFS Encryption - adfs... CN=ADFS Encryption -ad... 4/11/2020 417200 View

Set Service Communications Certif...

Token-signing New Window from Here
[EICN=ADFS Signing - adis.o.. CN=ADFS Signing - adfs....  5/2/2019 5/1/2020
[EICN=ADFS Signing -adfs.0.. CN=ADFS Signing -adfs....  4/11/2020 a2




3- Click “Add Token-signing Certificate” (ADFS may show a warning message
as it shown below)

§p File Action View Window Help
« o #m Bm

e

«Bswin [se e EfecweDac  GpotonOme Sows Pmay || Certificates
| Endpeints

Service communications Add Token-Signing Certificate

1 Certificates .
| Claim Descriptions [EICN=" omren.om, 0=Oman CN=TERENA SSLCA 3, 3/2872019 21

| Trust Relationships Token-decrypting
| Claims Provider Trusts [EICN=ADFS Encryption - adfs... CN=ADFS Encryption -ad... 5/2/2019 5/1/2020
| Relying Party Trusts [EICN=ADFS Encryption - adfs... CN=ADFS Encryption -ad... 4/11/2020 417201 View

New Window from Here

Add Token-Decrypting Certificate...

Set Service Communications Certif...

| Attribute Stores Token-signing
1 Authentication Policies [E)CN=ADFS Signing - adfs.0.. CN=ADFS Signing - adfs 5/2/2019 5/1/2020 G Refresh
[EICN=ADFS Signing - adfs.o.. CN=ADFS Signing - adfs.. 4/11/2020 421 ﬂ
Help

CN=ADFS Signing - adfs.omren... «

View Certificate...

AD FS Management - et as Primary
H Hep

Certficates cannot be modified while the AD FS automatic certificate rollover feature is enabled. Disable the automatic
| N certificate rollover feature using the Windows PowerShell command "Set-ADFSProperies -AutoCertficateRollover Sfalse’

and then try again.
[ ok ]

Action: In progress...

4- To remove the warring, open an administrative PowerShell and execute the
following command:

Set-ADFSProperties -AutoCertificateRollover S$false.

Then, click “Add Token-signing Certificate” again


https://www.petenetlive.com/KB/Article/0000988

5- The system will reset all the installed certificates. Select the valid certificate
and click “OK”.

AD ES

Action View Window Help Windows Security

Select a token-signing certificate

Service
| Endpoints ] *.omren.om

7 Certificates Issuer: TEREMA 55L CA 3

| Claim Descriptions .
Trust Relationships Valid From: 3/28/2019 to 3/31/2021

| Claims Provider Trusts . . - Secondary
| Relying Party Trust Click here to view certificate
elying Pa rusts

- : properties
| Attribute Stores

Authentication Policies

Primany
OMRENOFFICE Secondary

lssuer: Microsoft PolicyKeyService
Certificate Authority

Valid From: 12/30/2019 to 12/30/2021

Primary

OMRENOFFICE

lssuer: Microsoft PolicyKeyService
Certificate Authority

Valid From: 5/12/2019 to 5/12/2021

OMRENOFFICE

lssuer: Microsoft PolicyKeyService
Certificate Authority

Valid From: 4/26/2018 to 4/26/2020

eduroam.omren.om
Issuer: TEREMA 551 CA 3
Valid From: 4/9/2019 to 4/13/2021

OMRENOFFICE
lssuer: Microsoft PolicyKeyService

0K | | Cancel




6- The certificate will upload as secondary. Right click on the newly uploaded
certificate and select “Set as Primary”,

g File Action View Window Help x
®o| 2
S0 e -~
4 [ Service T O |y ey T e e e E— .
= Endpoints Subject Issuer Hfective Date Bopiration Date  Status  Primary
. Endpoi
" Certificates Service communications Add Token-Signing Certificate...
—yomo - [E)CN="omren.om. O=Oman .. CN=TERENASSLCA3... 3/28/2019 33172021
[ Claim Descriptions

Add Token-Decrypting Certificate...
4 [ Trust Relationships Token-decrypting ) o )
[ Claims Provider Trusts [EICN-ADFS Encryption -adfs... CN=ADFS Encryption -ad... 5/2/2019 5172020 Set Service Communications Certi...
(] Relying Party Trusts [EICN=ADFS Encryption -adfs... CN=ADFS Encryption -ad...  4/11/2020 L View
[ Attribute Stores Token-signing New Window from Here
b [ Authentication Policies E= CN=ADFS Signing - adfs0..  CN=ADFS Signing - ad's 240000 Secondary Refresh
[EICN=ADFS Signing - ad's.0. 4117200 View Certificate...

]
B Her
Delte | CN=ADFs Signing - adfsomren...

Help View Certificate...

Set as Primary
K Delete
H Hep




7- Repeat the same steps for Token-decryption and Service Communication

i File Action View Window Help
ez
2o
<08 Sf“"E:: e Subject Jssuer Efective Date  Expiration Date  Status  Primary
T Service communications Add Token-Signing Certificate...

" Certificates
L L=t » = omren.om, O=Omon .. CN=TERENA v 1/2021
() Claim Descriptions Een om. 0=Omzn ... CH=TERENA S3LCA3, 9 i ) 2dd Token-Decrypting Certificate... |

b [ Trust Relationships Token-decrypting : i :

p ] Authentication Policies [EICN=ADFS Encryption - adfs... CN=ADFS Encryption -ad... 5/2/2019 5/1/2020 |5et Service Communications Cmﬂ--]

[E)CN=-ADFS Encryption - adfs... CN=ADFS Encryption -ad... 4/11/2020 4172021 i View »
Token-signing New Window from Here

[E)CN=ADFS Sgning - adfso... CN=ADFS Signing -adfs.... 5/2/2019 5/1/2020 8 Refresh
[E)CN=-ADFS Sgning -adfso..  CN=ADFS Signing -adfs . 4/11/2020 41172021 .
] Help

| CN=ADFS Encryption - adfsom.. +-

View Certificate...

Set as Primary

K Delete
ﬂ Help

Comment: We did not complete the configuration yet. To complete the
configuration, we need to identify the thumbprint of the certificate and execute
a PowerShell command.



8- On Certificates Management Console a Personala certificates a Right click
on the SSL certificate that you want to link with ADFS and select “open”.

File Action View Help

YRR EEE

G Certificates - Local Computer
4 [ Personal
[ Certificates
I [ Trusted Root Certification Au
b Enterprise Trust
B | Intermediate Certification Au
I | Trusted Publishers
I [ Untrusted Certificates
p [°] Third-Party Root Certificatior
B [ Trusted Pecple
B ] Client Authentication lssuers
b | AdfsTrustedDevices
I» [ | Remote Desktop
b [ Certificate Enrollment Reque:
b [ Smart Card Trusted Roots
I | Trusted Devices
B Web Hosting

< 1]

Issued To

|4 * omren.om

[ DigiCert Assured ID Root CA

ﬁeduroam.omren.om

T OMRENOFFICE
] OMRENOFFICE
Tl OMRENOFFICE
] OMRENOFFICE
] OMRENOFFICE
] OMRENOFFICE

5] TEREMA S5L CA 3

Issued By
TEREMA 55L CA 3
DigiCert Assured ID R
TEREMA 55L CA 3
Microsoft PolicyKeyS
Microsoft PolicyKeyS
Microsoft PolicyKeyS
Microsoft PolicyKeyS
Microsoft PolicyKey5
Microsoft PolicyKeyS
DigiCert Assured ID R

204

Expiration Date

R nl

All Tasks
Cut

Copy
Delete

Properties

Help

Intended Purpose
Server Authentic;

<All>

Server Authentica
Client Authentica
Client Authentica
Client Authentica
Client Authentica
Client Authentica
Client Authentica
<All»

View a certificate




9- Select Details tab, find the Thumbprint and copy it.

m Details | Certification Path

Show: | <Al

Field Value

Signature hash algarithm shaz256

Issuer ADFS Encryption - adfs,.omren...
Valid from Thursday, May 2, 2019 11:32:...
Valid to Friday, May 1, 2020 11:32:14 ...
Subject ADFS Encryption - adfs.omren...
=] Public key RSA (2048 Bitz)

Thurnbprint algorithm

= Thumbprint

32 ba 2a 9f ab £2 c2 =6 70 38 01 4a 50 76 =b
=3 bb 15 7 cd

Edit Properties. .. || Copy to File... |

Lo ]




10- Paste the Thumbprint code in bellow PowerShell command and run the
command

“Set-AdfsSsICertificate —Thumbprint <Enter the ThumbprintCertificate
here>”

Comment: Make sure to remove spaces in copied Thumbprint

Example: “Set-AdfsSslCertificate —Thumbprint
d3c6391344daleb365ac6385a491e57ddc00c0”

(> | Administrator: Windows PowerShell =

indows Powershell
Copyright (C) 2016 Microsoft Corporation. All rights reserved.

PS C:\Users\Aisha> Set-AdfsSsicertificate -Thumbprint jd3c6391344dal6b365d6ac6385a491e57ddc09c0




11- Restart the ADFS service to complete the configuration changes.

12- Run the script manually using Admin privileges from Task scheduler



